
CyberSift Anomaly Detection 

Ensure you get the right alerts at the right time 

CASE STUDY

As our  dependency on connected  systems
increases in our lives, so does the pressure
to secure them. In response, the industry has
developed a number of tools, ranging from
firewalls to SIEMs and endpoint protection.

However, attacks still make news headlines
as  the  wealth  of  data  generated  by  these
systems remain unanalyzed. The volume of
data  and  alerts  generated  by  security
systems mean that IT teams become prone
to  “alert  fatigue”  -  there  are  simply  too
many  alerts  and  events  to  go  through
manually. 

CyberSift  Anomaly  Detection  helps  your
teams find the needle in the haystack. Using
statistical and machine learning techniques,
CyberSift automatically builds a baseline of
which alerts, domains, and traffic is normal
to your environment, and prompts for action
when  there  are  deviations  from  this
baseline.  This  significantly  cuts  down  on
the  number  of  alerts  your  team  needs  to
review and action - making sure you get the
right alerts at the right time.

SOLUTION BRIEF         

Why is CyberSift different?

CyberSift  goes  beyond  the  time  series  forecasting
offered by some competitors and open-source projects,
leveraging unsupervised clustering and neural network
techniques  to  augment  our  anomaly  detection
capabilities. 

Some anomalies, such as DNS request structures, are
simply not time dependant.

CyberSift does not require writing complicated queries
in  order  to  start  using  the  product,  neither  does  it
require  fine  tuning  of  mathematical  parameters  like
other  generic  logging  platforms  require.  Since
CyberSift  is  a  security-focused  platform,  our
developers  and  data  scientists  specifically  design
models and tune parameters so you don’t have to.
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Visualizations  and  Intelligence
Augmentation  help  security  teams
digest and make sense of large amounts
of data  

While many others market their products as using
“Artificial  Intelligence”  to  completely  replace
human  analysts,  at  CyberSift  we  know  from
bitter  experience,  that  no  such silver  bullet  for
security exists. Instead, we position our services
to provide you with “Intelligence Augmentation”
[1] - augmenting your team's abilities, efficiency
and time to resolution.

Leveraging de-facto industry back-ends as  well
as our own custom visualization techniques, we
allow  analysts  to  quickly  get  a  handle  on  the
alerts and traffic generated by their environment,
giving them much needed and valuable context
within which to  make decisions.  The CyberSift
anomaly  engine  sifts  through  large  amounts  of
data, and highlights those alerts which are out of
the ordinary, allowing the security teams to focus
their efforts on what is really important.

Increase the ROI and efficacy of your 
existing security infrastructure. 

CyberSift  is  a  log-based  platform,  making  it
extremely  flexible  when  integrating  with  your
current  infrastructure.  CyberSift  can  generate
or ingest logs from a wide variety of sources,
such as:

 Syslog sources
 TAP / SPAN ports
 Windows Event Viewer
 OSSEC
 SNORT
 OpenVAS
 CyberSift Local Agent
 Splunk
 [...]

This  allows  your  teams  to  have  unprecedented
visibility  into  their  environment,  from  a  single
“pane of glass”, while the CyberSift engine ingests
the data and adds several benefits - including:

 Anomaly based detection that does not rely
on signatures, allowing you to turn IP, DNS
or HTTP logs into a source of information
that can detect Advanced Persistent Threats
(APTs) or zero-day attacks.

 Hyper Alerting on signature based alerts,
by  using  machine  learning  techniques  to
reduce the amount of noise your IDS (such
as OSSEC and SNORT) generate and which
your security teams must deal with [2] for
both security and compliance reasons.

 Adding information from external  threat
feeds,  allowing  you  to  quickly  identify
known malicious actors.

 Rule  based  alerts, allowing  you  to  apply
your own knowledge of your environment
to define your own alerts.

 Build  your  own  dashboards  and
visualizations based  on  your  data  for
different  scenarios  and  environments,
allowing your teams to always be aware of
their environment.
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           About CyberSift

Self-learning cyber  threat  detection tool  to augment client’s  security  solutions and
empower  individuals  to  protect  their  organizations.  This  cutting  edge  technology
automates  the  alerts  and  diminishes  the  number  of  people  needed  for  the  alert
analysis, hence increases your ROI. Our threat detection tool is easy to deploy and
use. The technology is flexible and needs no infrastructure changes as it integrates
with any security tool. 

Cyber deception - play the home-field
advantage

The  fight  against  cybercrime  is  difficult,
especially if you squander the major advantage
in  your  favor  -  you  have  the  home-field
advantage.  Your  team  should  know  your
environment  to  such  a  degree  that  anything
unusual  tips  them  off.  CyberSift’s  anomaly
detection and visualisation techniques help you
hone this advantage - but we take it one step
further.  Cyber  deception  is  the  practice  of
using  honeypots  to  misdirect  attackers  while
learning  their  techniques  as  they  waste  their
energies attacking valueless targets - a practice
which has helped governments protect election
campaigns  [3]  and  security  researchers  learn
what  new  techniques  attackers  are  using  in
order to build more effective defences.

CyberSift allows you to deploy both network
and  system  honeypots,  which  misdirect  an
attacker and tips off your security teams that
they  are  under  active  attack  or  that  their
defences have been penetrated.

No Security Team? No problem…

We realise that some business - large or small -
simply do not have the resources to build their
own security team - a fact compounded by the
chronic lack of quality  cybersecurity  skills.  To
this end, CyberSift offers a “Managed Security
Service”, which offers customers a selection of
three options:

•  Bronze: Implementation advice on deploying
CyberSift  and  enhancing  your  security  stance.
This  includes  licensing  and  updates  to  the
CyberSift anomaly engine.

•  Silver:  Includes  services  offered  at  Bronze
level,  additionally  a  CyberSift  security  analyst
will  remotely  login  to  your  CyberSift
installation,  and  produce  monthly  reports
regarding anomalies found, advice on mitigation,
and security advisories.
 
•  Platinum: Similar to Silver, this service offers
all  that  is  included in  Bronze  and additionally
provides  a  security  analyst  helping  out,
producing reports on a weekly basis.

The above services help to offload your security
concerns to professional third parties - allowing
you to focus on what you do best: your business.

http://www.cybersift.io/

